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Annex 1. How Machine Learning Algorithms 
Work 
While machine learning (ML) is a common fixture of today’s artificial intelligence (AI) systems, this has not always 
been the case. Early AI relied heavily on expert systems consisting of a set of precise rules created by human 
experts. These were rules that a computer could follow, step by step, often giving the impression that it was 
responding to changing situations. However, given that these rules were often expressed in an “if-then” format, they 
imposed heavy limitations, basically rendering such systems useless when facing situations outside of the 
prescribed environment. Advances in ML offer AI systems the ability to learn from experience, thus making them 
more adaptable to new states of the world.  

The key element that constitutes the basis of ML is that all learning can be reduced to learning the representation of 
a mapping between some input and output. For example, if a classification problem is considered in which objects 
are split into predetermined classes, the objective of ML becomes learning a mapping between the features of the 
objects and the predetermined classes. An important fact to understand is that the mapping does not necessarily 
have to have a functional form, that is, a mathematical expression. There is an important distinction between fitting 
and learning processes. If the functional forms for the mapping were known, with the only unknowns being its 
parameters, then the problem becomes a fitting task, which means that all that is left to do is to estimate the 
parameters. When the functional form is not known, or does not exist, fitting is not helpful, and a learning process 
needs to be employed.  

A ML model usually consists of the selected relevant features from the input data along with a learning algorithm and 
performance criteria. Regardless of the learning paradigm, the learning process requires the selection of a set of 
features from the available data on which a learning algorithm, or even a set of learning algorithms, is applied. The 
algorithms are evaluated based on some performance criteria that vary with the problem for which a solution needs 
to be learned. The combination of features, learning algorithms, and performance criteria can be thought of as the 
ML model that provides the learned mapping from the inputs to the outputs.  

The learning paradigms depend on the data available for the learning process:  

 Supervised learning requires that the training data contain both the inputs (or features) and the correct associated 
outputs (labels, or targets). In this case, the objective of ML is to find a mapping between the known inputs and 
outputs through the use of an algorithm. The idea is that the mapping (or the model)1 learned this way can be used 
on unseen inputs and accurately predict the outputs. Overfitting is one of the main challenges in ML and it occurs 
when the model performs very well on the training data set, but poorly on new, unseen data (test data). The better 
a model performs on the training data, the less biased it is. However, its performance can change dramatically on 
a set of unseen data. In this case, in order to achieve robustness in performance, the researcher may opt to 
choose a model that does not perform as well on the training set but maintains its performance on the test set. 
This situation is known as the bias-variance trade-off. 

 Unsupervised learning occurs when the available data does not contain the outputs. Given that only the features 
are available (and without an associated label), the algorithm employed will not only have to learn the mapping, 
but also generate the labels. For example, in anomaly detection problems, no prior information exists about the 
data points that represent an anomaly. In this situation, using a clustering algorithm is a common approach to 
learn a viable mapping. Under the assumption that all normal activity occurs in clusters, the data points that are 
identified as belonging to clusters can be labeled as normal activity, while the rest of the data points will be labeled 
as anomalies. 

    

1In practice, it is common to refer to the mapping as a model; the terms are used interchangeably from here on. 
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 Reinforcement learning is used in situations when the available data is not fixed, and it changes through a 
feedback loop from the environment to the AI system. In addition, the labels or outputs associated with inputs are 
not necessarily correct or desired. The most common example of reinforcement learning is learning to play a 
game, such as chess.  

Deep learning is an approach to AI/ML that has been responsible for most of the recent developments of AI/ML 
systems, including image and speech recognition 
(Hinton, LeCun, and Bengio 2015). The main 
difference between deep learning and the classical 
ML approach resides in the way they pre-process 
the raw input data before feeding it into the 
algorithm (Annex Figure 1.1). Classical ML 
modeling requires the modeler to transform the 
original raw data into a set of variables (features) 
that can be used by the AI/ML system to train the 
model. For instance, if the task is to recognize 
handwritten numbers, the modeler would have to 
transform the image pixels into a set of variables, 
such as curvature, size, and density, and then use 
this transformed data to train a ML model. Deep 
learning, conversely, embeds this process into the 
AI/ML system, which would be trained using the 
raw data. One of its tasks would be to extract from 
the data the important features required to 
maximize its performance criteria. For instance, 
considering the aforementioned task, the modeler would feed the images directly into the system and it would select 
the features set that works best (Goodfellow, Bengio, and Courville 2016). 

Another feature of deep learning models is that they are comprised of several learning layers, where each layer is 
responsible for representing concepts that are expressed in terms of previous layers that represent simpler concepts 
(Hinton, LeCun, and Bengio 2015). For example, the first layer of the system can recognize limbs, the second one 
may recognize human limbs, and the third and final one can leverage these previous layers and recognize humans 
in a picture. The number of layers is related to the depth of the deep learning system. In general, the deeper the 
model, the more flexible (and more complex) it is. On one hand, it enables great performance in complex tasks, such 
as face recognition and translation but, on the other hand, it is usually referred to as a black box system and is at the 
lower end of explainable models (Guidotti and others 2019). The depth and complexity of such models has 
implications for the security of the system, given that it could be more prone to adversarial attacks, which consist of 
building examples with small perturbations that can easily trick the AI system (Goodfellow, Shlens, and Szegedy 
2014). A well-known example is in Annex Figure 1.2, where a human imperceptible perturbation is added to a panda 
picture that tricks the AI to classify it as a gibbon with high level of confidence. 

Natural language processing (NLP) is a set of computational techniques that allow machines to learn, understand, 
and produce human language contents. It dates to the 1940s, when scientists began to work with populating 
computers with vocabularies and human language rules. From the 1990s onward scientists started to favor the 
currently used statistical or corpus-based methods largely because of the difficulties of interpreting human language 
in a structured manner (Hirshberg and Manning 2015). Nevertheless, NLP suffers from a major limitation: only a 
limited set of the languages currently spoken generate online material in the necessary magnitude to train 
algorithms. Even though many of the remaining languages are spoken and written by a large share of the world’s 
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population, they lack proper online resources for NLP 
algorithms, yielding inaccurate models for such tasks 
as translations or conversational agents on such 
languages, therefore contributing to a widening of the 
digital divide. Researchers aim to rectify this situation 
by developing multilingual NLP using unsupervised 
models and novel techniques to transfer resources 
between various languages (Ponti and others 2019). 

NLP is currently used in several applications, such as:  

 To facilitate human-to-human communication via 
automated language translation, a capability that 
was boosted by the exceptional quantities of parallel 
text brought by the Internet in the 1990s. In a 
context-aware blind evaluation in 2020, human 
judges thought a deep learning system outperformed 
news translation in accuracy, with comparable 
fluency. 

 To provide spoken dialogue systems and 
conversational agents, leading to such devices as 
Apple Siri or Amazon Alexa personal assistants. 
Although dialogue management and contextualization are generally deficient at this moment, conversational 
technology is widespread and performs well under suitable conditions, such as when conversation topics are 
known in advance. 

 To extract knowledge by reading and understanding free text. Such capability may be used to create structured 
information databases from textual records. For instance, in 2015 researchers were able to predict drug-gene 
relationships by using algorithms to read and analyze over 23 million articles containing the results of biomedical 
research abstracts (Percha and Altman 2015). 

 To analyze social media, by retrieving information from sources such as Twitter, Facebook, YouTube, among 
other. Even though data from these sources is often unreliable, it enables the extraction of useful analytics from 
language used by users in forums and discussions, such as demographics. Furthermore, it is often used to 
analyze speaker states: the opinions, beliefs, emotions, and other personal views expressed in language. This is 
usually done through sentiment analysis, whereby one may determine the positive or negative emotional attitude 
of subjects toward a predetermined subject. 
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Annex 2. Artificial Intelligence in Finance—Risk 
Profile 
 

  

Sources of Risk Risk Category Risk Materialization 

Data 

Quality and availability Inaccurate or suboptimal outcome 

Privacy Data leaks undermining public trust 

Embedded bias Discriminatory practices 

Algorithm 

Performance robustness Inability to recognize structural shifts in the data 

Explainability  Difficulties in explaining or detecting the appropriateness of machine learning 
(ML) decisions 

Privacy ML operations creating inadvertent data leaks undermining public trust 

Embedded bias Discriminatory practices  

Development 
governance 

Inadequate deployment of ML systems in production environments 

Cybersecurity 

Traditional cyber threats Human or software failures 

Data poisoning Corrupting artificial intelligence (AI)/ML training 

Input manipulation Misleading AI/ML systems during operations 

Model 
extraction/inversion 

Recover training data, or the model itself 

Technology 
Management 

Operational capacity Inadequate deployment, operation, and risk management of AI/ML systems 

Outsourcing AI/ML 
services 

Exposure to third-party risks 

Systemic 

Network effects Higher concentration of AI/ML service providers who could become 
systemically important 

Risk assessment Buildup of systemic risk due to greater homogeneity in risk assessments and 
credit decisions  

Interconnectedness Inaccurate ML risk assessment and reaction could quickly amplify and 
spread in the financial system 

Regulatory gaps Development outpaces regulations and providers who may fall outside 
regulatory perimeter 
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Annex 3.  National Artificial Intelligence 
Strategies 
This annex provides an overview of national artificial intelligence (AI) strategies. The overview is intended to highlight 
efforts and approaches to developing AI strategies across the globe as well as priorities and key lessons. This 
overview is not intended to provide details on specific national AI strategies or views on their qualities.  

Considering the promise and complexity of AI, a rising number of countries are developing national AI strategies. 
About 60 countries around the world have developed national AI strategies (most since 2010 (OECD 2021)). Some 
national authorities have pursued overarching multiyear strategies of AI implementation that are intended to attract 
private investment, foster innovation, and develop a skilled workforce for the future. Success indicators often include 
mapping AI national strategies to the Sustainable Development Goals adopted by United Nations member states in 
2015 (Stanford University 2019). 

Developing national strategies on AI is not new but has accelerated significantly in recent years (Annex Figure 3.1). 
Recent years have witnessed a rapid increase in the number of countries developing national AI strategies, driven by 
technological advances that are facilitating fast deployments of AI systems across a wide range of sectors (for 
example, security, financial, health). 

 
 
Approaches to national AI strategies vary across countries, reflecting differences in national priorities, as well as 
available skills and resources. The coverage of a national strategy on AI is defined by the number of policy initiatives 
a country develops and the spread of these policies across multiple themes (for example, finance, education, health, 
climate change). AI strategies are sometimes embedded in broader science and technology initiatives. Furthermore, 
AI strategies are linked to strategies and regulations related to, among others, data access, sharing and privacy 
frameworks, intellectual property management, national security, and ethical use of AI. Regulations, such as the US 
Health Insurance Portability and Accountability Act and General Data Protection Regulation, will need to be 
continuously reviewed to address new concerns arising from AI systems deployment. 
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OECD Artificial Intelligence Policy Observatory data 
show that 60 countries and the European Union have 
developed AI strategies that encompass, collectively, 
more than 600 policy initiatives covering a broad 
range of issues. The widest coverage is attributed to 
the United States, where more than 47 initiatives have 
been developed on AI usage and coverage. 
Regionally, the European Union has more coverage 
than any other region, with 51 initiatives.1 Common 
elements of these strategies touch on leadership and 
vision, focus and specialization, partnership and 
collaboration, including with academia, AI research 
and development, developing human capital, 
governance, and risk management (Annex Figure 
3.2). 

A review of current AI national and regional strategies 
reveals several common lessons in designing and 
implementing AI development strategies: 

 Designing and implementing a successful AI 
strategy is linked to clear objectives, often the 
United Nations Sustainable Development Goals. 
This linkage enables robust assessment and 
monitoring, which in turn translates to valuable 
outcomes on national, regional, and global levels.  

 There is a need for enhanced open access to 
research on AI. Publishing and sharing AI research, 
including data and code, would aid practitioners and 
policymakers. 

 Stronger emphasis should be placed on developing 
human capital. Those skilled in AI are heavily 
recruited by major companies, resulting in a brain 
drain. The slow growth in skilled graduates with 
formal AI education must be addressed. 

 Focus on ethics in AI. While technical standards are 
designed to address concerns about using 
technology and managing associated risks, they do 
not address, by design, the ethical aspects of 
developing AI technologies, which need to be 
considered when designing AI strategies. 

Collaboration at the international level is picking up. 
The European Commission and its 28 state members, 
in addition to Norway, signed the “Declaration of 
Cooperation on AI” in 2018 (Stix 2020). It aims to 
define and implement a comprehensive and integrated approach and to review and modernize individual state 

    

1 Of the 60 countries and regions that have developed AI strategies, 11 (Argentina, Brazil, Colombia, Estonia, Germany, India, Israel, Japan, 
Lithuania, Turkey, and the United States) have included initiatives that aim to address the COVID-19 pandemic (OECD 2021). 
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policies “to ensure that opportunities arising from AI are seized and the emerging challenges addressed.” The Chief 
Executive Board within the United Nations has launched an initiative with a concrete roadmap to build capacity in 
harnessing the potential of AI and raise awareness regarding its risks (UN 2019). The Group of Twenty (G20) Digital 
Economy Task Force has taken the lead in advancing the G20 AI principles. The main objective of those principles is 
to foster public trust and confidence in AI technologies and realize their potential through a human-centered 
approach (G20 2019). 
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